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A continuous technology alignment

A growing use of IT tech gi dards in SII
For almost 2 decades, IT and OT technologies have started to converge towards a common technology platform

1980 - 2000 Two separate networks 13 or

Increased adoption and proliferation of IT based technologies

Sl S : IT = OT
in industrial information systems

2000 - 2010

Strong need for integration of business and operational data

tocay to gain insights I on
Advent of Industry 4.0 ot
Tomorrow !
Fully connected enterprise and factory ‘f::‘"“"
Vertical and horizontal integration of the entire value chain Platform
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IT vs. OT security priorities

Integrity v
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IT security priorities OT security priorities
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1. User puts their 2. Phishing site proxies
password into the request to the actual
phishing site website
- >
R 4. Phishing site proxies
the MFA screen to 3. Website returns an
— —r0
the user ' MFA screen
]« ) e [
User S. Use( inputs the Phishing site 6. Phishing site proxies Target website
A additional request to the actual A
authentication website |
> >

8. Phishing site redirects
the user to another 7. Website returns a
page session cookie

<« -

ac:

»  Malicious proxy server ~4———» TLS session <

b—p  TLS session <
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Approve sign in request
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GO g|e whatsapp download X 1'/ ® Q

BE - hitp: whatspo.com/
whatsapp 374 - Whatsapp [P TLRR

https:/www.whatsapp.com » download ~ EEEEEEE

WhatsApp Download

Download WhatsApp. Stay connected on WhatsApp across your devices, so you can pick up
any conversation where you left off. By installing WhatsApp, you agree ..
https:/iwww.whatsapp.com » android ~

—F%Android ﬁ,ﬁWhatsApp
TFEtAndroid AEWnatsApp. ElGoogle Play T
2221377 ) Android fE32514.0.3 SLER
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LAV =
@ Microsoft A'i" — =
USEr@contoso.com [ ]

Attackers register malicious Email-based
Permissions requested app with OAuth 2.0 provider phishing
(F= Contoso Test App |
= ) 2awad.co l
This app would like to:
Read and write your files
User clicks OAuth 2.0 App generates authentic User grants access to
v Read you ks URL consent prompt malicious app
ﬁ
"
Authorization code is Attackers g e
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0 Q 1] & = + o s Felix Wong
AP stories O Reels Rooms Felix Wong
You're friends on Facebook

fou are now connected on Messenger

21Feb 2023, 10:40

Create slory A
SR 5 AIEALIEFERESE R
2=
0 X Felix Wong
EI | AESEE, =B,
Group conversations
Remember password 4 Create New Group EVREEEERE,
Next time you log in on this browser, just click your profile picture instead EEEFEAB-12345678

of typing a password.

OK Not Now
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6. ERMESRIBARERKIN - FILNFEH FIDO (Fast IDentity Online) &2 215 E A&
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